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Read the story behind Log2Shell 

Intro
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https://github.blog/open-source/inside-the-breach-that-broke-the-internet-the-untold-story-of-log4shell/
https://github.blog/open-source/inside-the-breach-that-broke-the-internet-the-untold-story-of-log4shell/


• Born in Augsburg 🥨󰗨, living in Nürnberg🥨󰗭
• Bachelor 2011 & Master 2024 at TH Augsburg

• Software Engineer for 10 years (freelance)

• AppSec Consultant at secureIO (May 2022- Sep 2025)

• Since October 2025: 

Senior Professional Services Engineer @ GitLab

• Website: https://mwager.de/

About me
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https://www.secure-io.de/
https://about.gitlab.com/services/
https://mwager.de/


• Intro: SSDLC, AppSec-Programs, Regulations & 

DevSecOps

• Why Vulnerability Management?

• What is OWASP DefectDojo?

• Demo

• Architecture & Challenges 

Agenda
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The Problem: Scanner Overload
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GitLab: What is DevSecOps?

https://about.gitlab.com/topics/devsecops/
https://about.gitlab.com/topics/devsecops/


OWASP DefectDojo
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• OWASP

• Open Web Application Security Project

• OWASP Top 10 (E.g. Injection, supply chain, Broken 

Access control, etc)

• But there is more! Tools, Projects, Standards, Chapters 

(e.g. OWASP Augsburg Stammtisch)

• Community-driven & free

• DefectDojo

• Open-source vulnerability management tool by OWASP 

(“ASPM” -> application security posture management) 

• Central platform to track, deduplicate, and triage 

findings across multiple applications, teams, and scan 

types

• Supports automation, reporting, and integrations (Jira, 

CI/CD, API) to streamline AppSec programs

https://owasp.org/
https://owasp.org/
https://owasp.org/www-project-top-ten/
https://owasp.org/www-chapter-germany/stammtische/augsburg/
https://docs.defectdojo.com/


Demo
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https://demo.defectdojo.org/ -> Log in with admin / 1Defectdojo@demo#appsec

https://demo.defectdojo.org/
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Vulnerability Management Architecture
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- Centralized Management with 

DefectDojo

- Standardization of Scanning in 

CI/CD Pipelines

-  Automation of Ticket Creation 



Vulnerability Management Architecture
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Challenges we faced
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• Maintenance of scan tools

• Maintenance of DefectDojo 

(Upgrades, DB Migration)

• False Positives and JIRA Spam



Discussion
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Connect?

LinkedIn

https://mwager.de

Support

secureIO GmbH - > secure-io.de

GitLab AppSec -> about.gitlab.com 🥨

http://www.linkedin.com/in/michael-wager-software/
https://mwager.de
https://secure-io.de
http://secure-io.de
https://about.gitlab.com/solutions/application-security-testing/
http://about.gitlab.com

